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Abstract. Contemporary companies are facing diverse
risks in their business activities. Modern strategic
approach to risk management perceives risks not only
as a threat to achievement of company’s goals, but also
as an opportunity to benefit (Milos Sprci¢, 2013). The
corona virus pandemic and the need to digitally
transform companies, raised awareness on ICT related
risks. These risks may occur on the strategic and
operational level of the company. On the strategic level
companies face the risk they will not recognize
opportunities arising from technology or risk of
mismatching the used technology and company’s
goals. Also, many companies are using social networks
in order to communicate to customers and reach their
target groups. In case social networks are used without
a clear purpose and strategy, there is a risk that
companies will fail to address key customers and their
needs, thus risking lower business results. On the
operational level, companies are facing cyberthreats
and frauds conducted by ICT, data breaches, Internet-
of-Things vulnerabilities and failures of ICT systems.
All of these ICT related risks may lead to huge financial
penalties and reputational damage for the company.
The purpose of this poster is to present different types
of ICT related risks, but also to propose a framework
how companies may strategically manage them.

Strategic risk management of ICT related risks in
companies is based on integrated approach. This
means that companies are proactive in managing the
existing and analysing emerging risks, perceiving risks
as an opportunity for growth, adequate risk culture is
being built in the company and standardized
frameworks, such as COSO (2017) or ISO 31 000
(2018), are used as a guide to risk management
(Claypole, 2021).

The proposed framework for strategic risk
management of ICT related risks in companies is
comprised of four steps: (1) Determination of the
situation in the company, (2) Identification and
subjective risk analysis/ Making the risk map, (3)

Analysis and objective risk quantification/ Revision of
the risk map, (4) Decisions related to risk management
(Milo$ Sprcic¢, 2013).

Determination of the situation in the company may be
conducted by using SWOT analysis, Porter’s five
forces model or PESTLE analysis. The results of these
analysis are the basis for Identification of risks
companies are facing, estimating the probability that
risk will occur, the financial impact it may have on the
company and visually present these estimates on the
risk map. Objective risk quantification includes
analysing different stress scenarios in which effects of
risks on the company are assessed. Finally, company
management reaches certain decisions how they will
treat certain risk, based on the conducted risk analysis.
These decisions may be to avoid risk, use natural
hedging, transfer risks on insurance companies or
passively bear risks (Milos Spréié et al., 2019). Use of
strategic approach to ICT related risks gives the
companies a chance to better prepare for emerging
situations, respond to them adequately and achieve
their strategic aims.
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