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Abstract. This paper presents the reasons, benefits, 

and weaknesses of applying expert systems to 

evaluating the career development of information 

system auditors. A computer-based multi-attribute 

hierarchical model was developed to enable assessment 

and self-assessment of auditors’ career development. 

This paper presents the needs that led to the decision to 

develop this type of computer-based model, which was 

designed on the basis of information system auditors’ 

characteristics and the characteristics of their work 

environment. The model was developed using the DEXi 

computer program for multi-attribute decision making.             

     The paper continues by presenting how expert 

modeling, as a method and technique for resolving 

multi-attribute decision problems, can be used to 

support and improve the process of evaluating the 

career path of information system auditors. The 

systematic process and the use of a computer-supported 

model enable information system auditors to reduce 

their dissatisfaction with the course of their career 

development. 

    The reasons for such dissatisfaction and the areas 

influencing their career development are explained; in 

addition, further light is shed on how expert systems 

can be used in human resource management or, more 

specifically, in evaluating the career development of 

information system auditors to improve the existing 

state of affairs. 
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1 Introduction 
 
Employees are a key success factor of any 
company [9, 23]. However, this is true only if 
employees are sufficiently qualified and motivated 
to work in the company – that is, only if the 
company succeeds in getting them to do their best. 
Maximum employee satisfaction must be ensured 

by simultaneously taking into account the 
employer’s needs. An important step in this regard 
is made by managing employee career 
development based on an individual 
developmental plan, which entails a definition of 
an individual’s wants and needs while 
simultaneously taking into account the company’s 
needs. 
 This paper focuses on IS auditors and their 
career development. It presents a multi-attribute 
model for evaluating the career development of 
information system auditors. It begins by 
presenting IS auditors, their roles, and reasons for 
the importance of their career development. 
 

2 IS auditors 
 
IS auditors are a fairly specific group of 
employees [5, 2-3]. As a rule, they include highly 
educated and qualified professionals [10, 30], [14, 
79]. 
    IS auditors check the operation of IT internal 
control systems and IT operational risk-
management systems [6, 17-18], [23, 113]. Due to 
their extensive expertise and experience, they 
often provide advice on how to improve the 
system of internal controls in order to increase 
effectiveness, performance, and economy in risk 
management and control. IS auditing is an integral 
part of IT Governance [17, 22], [22, 23], [24, 89]. 
 The goals of IS auditors are thus directed to 
encouraging the audited company’s management 
to establish a prudent and well-organized method 
of assessing, handling, managing, and controlling 
risks [15, 152], [19, 76], [21, 14]; on the basis of 
improved management quality, this leads to 
achieving better operating results and increasing 
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the company’s profile and added value [1, 3], [14, 
70], [24, 114]. 
 As part of performing their auditing activities, IS 
auditors become familiar with the details of the 
processes carried out in the company, acquire a 
great deal of new knowledge and important 
experience, work together with the managerial 
staff on a daily basis, and thus become extremely 
well acquainted with the audited company and its 
organizational culture [10, 30], [20, 879-881]. This 
means they have the best preconditions for 
successfully assuming new managerial or leading 
positions in the company [18, 61]. It is precisely 
because of the fact that IS auditors have such great 
potential that their career development is 
extremely important. 
 Career development of individual IS auditors is 
largely influenced by their personal characteristics 
(i.e., ethics, flexibility, professionalism, 
communicative skills, way of thinking, 
effectiveness, work quality, etc.) and their work 
environment (i.e., working conditions, 
opportunities for further professional 
development, incentives for work performed, and 
a number of other motivators). 
 
3 Career-development evaluation 

model 
 
In monitoring their career development 
effectively, the computer-based hierarchical model 
presented below can be of great help to IS 
auditors. They can use this model for self-
assessment, but it can also be used by auditing 
firms to monitor the career development of the IS 
auditors they employ more systematically, more 
objectively, and in a more organized manner [11, 
2]. 
 The purpose of using the multi-attribute method 
is certainly not to replace the human decision-
maker, who remains fully responsible for the final 
decision; its purpose is to encourage decision-
makers to think more thoroughly about and gather 
more detailed information on the problem at hand 
and reduce the possibility of overlooking factors 
that significantly influence their decision. The 
supporting computer tools assist them in 
developing a decision-making model, evaluate the 
career development of IS auditors, and provide a 
series of various analyses that can be used to 
verify, justify, explain, and document the 
evaluation made in greater detail [2, 9-10], [4, 
438]. 

 The model is designed in the form of a tree 
structure of criteria, which are combined into two 
branches: the auditor’s personal characteristics and 
the auditor’s working environment (Fig. 1). Each 
branch contains several levels of subsegments 
until reaching the leaves of the decision-making 
tree. 
 

 
Figure 1: Upper part of the model’s tree structure 

 
 The model was implemented using the DEXi 
computer program, which was developed on the 
basis of the expert system shell for multi-attribute 
decision making, also known as DEX. DEX 
contains a user interface and deduction 
mechanism, but an empty knowledge base. DEX 
(Decision EXpert), which is primarily intended for 
resolving complex decision-making systems, was 
developed at the Jožef Stefan Institute in 
Ljubljana. It is based on the DECMAC (DECision 
MAKing) methodology developed by Janet 
Efstathiou and Vladislav Rajkovič. Within the 
DEXi program, the desirability of an individual 
variant (in this case, the career development of an 
IS auditor) is calculated using the decision-making 
rules or the utility function. The decision-making 
rules are defined in an “if-then” form, according to 
which the lower-level attributes (criteria) merge 
into higher-level combined attributes or criteria [7, 
27-28], [13, 482]. 
 The goal of expert system developers is to 
record the knowledge about the problem domain 
studied in a formal form that will enable automatic 
deduction. In doing so, they use a multitude of 
formalisms and deduction techniques applied to 
these [2, 9], [8, 370]. 
 With the help of the professional community 
(i.e., a number of IS auditors and heads of auditing 
firms), the degrees of criteria desirability were 
embedded in the model. The result is transparent 
solutions in the form of a knowledge base (i.e., 
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Varaždin, Croatia Faculty of Organization and Informatics September 22-24 2010



deduction data and mechanisms) that can be 
reused [16, 170]. 
 

4 Advantages and potential 

weaknesses of the computer-

based model 
 
The model developed is simple to use. It 
stimulates evaluators to collect a multitude of data 
on individual IS auditors, which is positively 
reflected in the quality and accuracy of the result. 
 Because we are dealing with complex systems 
with many factors that are connected with one 
another in a complex manner, the expert modeling 
method was selected; this method presents 
knowledge in a more user-friendly and 
understandable way than traditional decision-
making methods. Transparency is ensured through 
the use of artificial intelligence methods. Results 
are shown primarily in the explanation of 
evaluations and the transparency of procedures as 
a whole [3, 283-284], [12, 109-110]. 
 The model’s application provides positive 
psychological motivation for using an expert 
system because IS auditors believe more in the 
method, model, and computer support than in 
people that claim they can evaluate their career 
development well enough without using one type 
of model or another because they have everything 
they need in their heads and trust their own 
intuition. 
 Due to the systematic nature of the procedure, 
there is small possibility of overlooking something 
important that could significantly influence the IS 
auditor’s career development. 
 This model enables more successful detection of 
individual IS auditors’ characteristics and areas in 
which they do not meet expectations. 
 The application of DEXi enables an extremely 
good overview of work results because it provides 
a number of insights into and presentations of data 
supported by evidence in a simple and 
understandable way. Based on well-documented 
work yperformed, DEXi is capable of explaining 
how it arrived at individual evaluations. 
 A very useful functionality of DEXi is also its 
ability to perform simulations – that is, the 
possibility of using a “what if” analysis, which can 
be used to evaluate hypothetical scenarios in a 
simple manner. 
 The data collected can be integrated with other 
segments in the company and the auditing 
profession, and can also be used for research and 
development. 

 Through appropriate approach and systematic 
work, it is possible to provide a high-quality 
evaluation of IS auditors’ career development. An 
important benefit of objective evaluation is also 
increased satisfaction of IS auditors and the 
resulting greater effectiveness and added value of 
the auditing firm because the multi-attribute 
hierarchical model for evaluating the career 
development of IS auditors presented promotes 
comprehensive analysis of their career 
development. 
 Auditing firms must provide high-quality 
services and work in line with standards, which, 
among other things, also envisage internal self-
assessment. This official certification requirement, 
which is vital for the validity of the auditing work 
performed or the documents issued by the auditing 
firm, can be easily adjusted and the model 
presented can serve as an aid in meeting this 
requirement. From the methodological point of 
view, the model definitely represents a broad and 
gratifying starting point. In addition to the 
assessment and self-assessment of the IS auditors’ 
career development, this computer-based multi-
attribute hierarchical model also has wider social 
and professional implications. 
 Among the potential weaknesses, one should 
mention the risk of paying too much attention to 
the computer-based model instead of the 
importance of evaluation. The computer and DEXi 
cannot substitute for the evaluator’s creative work 
and thinking, but only serve as aids because the 
model is only an approximation of reality. It must 
be used as an aid in making decisions. The final 
decision remains with the individual. 
 The computer model was tested on a group of IS 
auditors and so, as in any other complex and 
extensive system, there is a risk of error. It is 
therefore prudent and necessary to test the model 
as widely as possible in various environments in 
order to apply it in practice with greater reliability. 
 We believe that, despite the possible deficiencies 
described, expert modeling as a method and 
technique of solving multi-attribute decision-
making problems can be used to support and 
improve the process of evaluating the career path 
of IS auditors and measure the impact of 
individual factors on their career development. 
The model presented can also be used for self-
assessment. In this way, IS auditors can take 
advantage of existing career opportunities to a 
greater extent and develop their careers more 
successfully. 
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5 Conclusion 
 
In order for human resources to become the 
greatest capital of a company, a planned, prudent, 
and systematic approach must be applied. To this 
end, a computer-based multi-attribute hierarchic 
model for evaluating career development has been 
developed and implemented using the DEXi 
computer program. 
 With the use of appropriate IT-support, the 
model developed enables transparency and 
explanations of the evaluation process and 
indicates what measures should be taken to 
optimize IS auditors’ career development and 
consequently improve their quality and 
effectiveness. Concrete examples were used to 
establish that expert modeling as a method and 
technique of solving multi-attribute decision-
making problems can be used to support and 
improve the process of evaluating the career path 
of IS auditors and achieve new and better quality 
in human-resource management. 
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