| ntegration of data in traffic control systems

Zvonko Kavran, Ivan Grgurevié
Faculty of Transport and Traffic Sciences
University of Zagreb
Vukeliceva 4, 10000 Zagreb, Croatia

{zvonko. kavran, ivan.grgurevic}@pz. hr

Abstract. For the traffic experts to be able to
correctly assess the condition of the controlled
segment of a traffic system numerous data from
various sources need to be collected, and then
integrated, presented and analyzed in adequate
space-time context.

The integration of the collected data into a
common entity accelerates the processing of data,
analysis and presentation of the conditions of the
controlled part of the traffic system. Therefore, the
need for certain data has been defined, such as:
traffic density, travel time component (waiting,
walking, ride, etc.), meteorological data / parameters
(air temperature, precipitation volume, fog and dew,
storms with hail or strong winds), visibility, time of
day (night, day), condition of the traffic network and
others affecting the condition of the traffic
infrastructure and functioning of the traffic system.
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pedestrians, vehicles, road conditions, weather
conditions, traffic condition on the surroundingads
(traffic networks) and the system in general. Threee
practically no parameters that do not change over
time, and the changes, when they occur, can be
sudden and quickly result in congestion, incident
situation and human, material and financial losses.

The development of technical means that are used
for the control of transport systems have enabkag v
fast and relatively simple collection of numerowgad
regarding the controlled segment of the trafficeys
A greater problem lies in the organization, storage
analysis and correct interpretation of all the exctiéd
data.

All the collected data have to be placed into a
common space-time context since there is littleafse
the data if they are collected at different times &
different conditions or if it cannot be determingto
collected them, when, where, and how.

2 Data collection

Due to the availability of equipment and technical
aids, data collection on the status of the traffistem
does not represent a big problem since high-quality

With the increase in the number of users and theurveillance cameras are available on the market
acceptance of a host of activities from its immeslia (stationary and mobile video systems), traffic rada
surrounding the traffic system has become a vergnd sensors, induction loops, light beams, digital
complex and dynamic system that has to benotion detectors and other surveillance equipment.
continuously controlled. The dynamic nature of theThere is greater challenge in adequate organizafion
system in  which numerous parameters varghe collected data so that the traffic experts d@oul
constantly, requires the traffic experts to providemake a fast and correct interpretation and anabyfsis
solutions that will enable fast and simple insigtib  the collected data.

the system states in the past, in the presenttland Data from various data sources collected at the
quality of the collected and processed data has teame time at the same place (i.e. in adequate space
ensure the possibility of estimating the condition time context) can be considered as a common set of
the future. The control of only one intersectiom ca data that describes the condition of the controlled
represent a challenge due to the large number of segment of the traffic system.



Value of

parameters

1AV tn)

la(va,ts) ]~
/

— - Data source 1
—— Data source 2

| bv2b)] b . _ Data source 3

Data source n

Jifvat)) b

t .
0 Time

Figure 1. Values of parameters of data sourcdsen t
observed time segment

1%

The collected data on the condition of the traffic
system have been primarily determined with several
basic properties:

-space in which the data on the traffic system
condition have been collected;

-time in which the data on the traffic system
condition have been collected (time intervals);

- sources of data on the traffic system condition;

- technical means and the technology used for da
collection;

- organization and saving of the collected data.

Only after having defined the basic propertiesdata
sources it is possible to start collecting, protegss
and analyzing the collected data and to mak
conclusions on the condition of the controlled
segment of the traffic system.

The selection of data depends on the need at

The increase in the number of sources regarding dat
on the traffic system condition can give a bettiai
about its condition, but their proper functioningda
maintenance require the provision of additional
material and financial resources.

The control is usually performed by using
surveillance cameras, traffic radars, adapted ssnso
and other control equipment that is available t® th
traffic expert.
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Date: 31.05.2008.;

Time: morning: 7:50 h;

Temperature: 8°C;

Camera coordinates: N 45.499952, E 15.546872;

Point of observation: Karlovac;

Camera location address: Trg kralja Petracisweal ;
aControlled road: Véeslava Holjevca;

Road reserved for motor vehicle traffic;

Driving direction: two-way;

Number of lanes per direction: 2;

Relative air humidity: 50%;

Air pressure: 1018.5 hPa;

Wind direction: south S;

o Wind velocity: 04 m/s;
Clouds: cloudy without
precipitation;

Phenomena: -
aComfort: - b
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certain location i.e. traffic system segment, arthw
the aim of future research at the Faculty of Tcadifind
Transport Sciences the following would be used:

- data from the surveillance camera (visibility, hifg
depending on the time of day), example presented i
Figure 2;

- radar data;

- GPS data;

- meteorological
amount of precipitation, fog with hail or strong
wind, number of sunny hours during the day,

volume of precipitation per day, time of sunrise,|=—=

time of sunset);

-data from the detector/traffic count (roads,
entries/exits from the city, main traffic flows,
parking-garage facilities);

- data on traffic density;

- time component of travelling (waiting, walking, |

ride, etc.);

- condition of traffic network and others that irdhce
the condition of the traffic infrastructure and
functioning of the traffic system.

Figure 2. Display of surveillance camera and
meteorological dafa

The collected data from all data sources have to:

nhave strictly defined format of records and
organization of the collected data;

- be saved in digital form in order to facilitateeth
determination, manipulation and saving on the

data/parameters (air temperature,computer.
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Space in which the data have been collected is
determined by the traffic system segment which seed
to be controlled over time. The selection of thelhttp://maps.google.com/maps/mm?fzq&hI=en&geoco de=t]

number and type of data sources is defined by the . .cie-TFegi=hall=45.498876,15.54812785pn=0.002513
traffic expert in accordance with the needs and 004699&z=18

condition of the controlled traffic system segment.

Figure 3. Road control system




Because of the digital record of data, the colli@cte - equipment, instruments, professional staff, arot
data are more exposed to misuse and it is thereforematerial resources;
necessary to provide safety mechanisms that will adequate computer and software support;

ensure integrity and credibility of the collecteatal

An example of a table of collected data from aaiart
location is presented in Figure 4.

Surveillance Video

Date of rec.: 10.10.2007

Time of rec.: 07:15:44 PM

Camera ID : CAM:FPZ-KA Clip No.: 15
Frame Hash: 4524F2ACC5047B526A1129E

Frame No.: 1552p

*kkk

Traffic Radar Statistics:
Radar ID : 511:FPZ-KA
PM

Location: Karlovac, HR Date rang@:1D. — 10.10.2007
Date/Time: 10.10.2007 / 07:15:44 PM

Street : Trg K.P. Svacica 1 Min rec. speed: 25km/
Capture Zone : Entire street Max rec. speed: 7 km
Radar Heading: 216 Avg rec. speed: 38,9 km/h
Speed Limit: 50 km/h Last rec. speed: 48 km/h
Types of Vehicles : All No. of Vieles: 481 (100%)
Direction(s) : Approaching No. of Veh.limit: 337 (70%)
Weather Conditions: Good No. of Veh. ovienit: 144 (30%)

Fhkk

Time range: 08:00 AM — 08:00

Meteorology

Station ID: MET:FPZ-KA
Location: Karlovac, HR
Date/Time: 10.10.2007
Time: 07:15:44 PM
Visibility: Moderate

Temperature: 12 C
Pressure: 990 mb
Wind spd: 1 m/s
Wind direction: NE

Humidity: 60%

UV index: ---

*hkk

GPS

GPS ID: GPA:FPZ-KA
Location: Karlovac, HR
Date/Time: 10.10.2007
Time: 07:15:44 PM

Latitude: 45° 29" 34" N
Longitude: 15° 33' 31" E
Altitude: 112 m

*hkk

Camera

Camera ID : CAM:FPZ-KA Zoom: 1,0x

Location: Karlovac, HR Resolution: 1024x768
Date/Time: 10.10.2007 / 07:15:44 PM Frame rateFR3
Camera Heading: 216 Mode: Day

Field of View: 35 mm Output format: MIPEG

*kkk

Figure 4. Table of collected data from
a certain location

3 Integration of collected data

If the collected data on the condition of the coléd

- adequate information and telecommunication
infrastructure;

- technical staff providing software and computer
support;

- traffic experts for proper interpretation of the
collected data;

- possibility of presenting the collected data te th
users and systems.

3.1 Integration of collected data within the
database

Saving of data in the database is a well-known,

developed and widespread method which features the

following characteristics:

- developed and well-documented procedure of data
saving;

- large number of different databases, auxiliarylgoo
and users;

- developed computer and software support;

- simple database management by means of graphical
interface;

- simple isolation of a part of data and their expor
into independent data;

- simple maintenance of the database of local and
remote users;

- automated input of the collected values (in thenfo
of formatted text) into the database;

- generating of a file with a list of all activitie® that
it is possible to monitor all the activities ancholges
in the database (file log);

- fast manipulation of large amounts of data;

- robustness of the base and the saved data;

- installed management of users rights;

- fast and simple archiving and restoring of data;

- encryption of sensitive data;

- standardized interface for the generation of emegii
and producing reports;

- generation of complex
databases;

- it is necessary to indicate precisely which da&ata
be interrelated and under which conditions;

- standardized interfaces for the connection witient
databases and applications;

reports from several

traffic system segment are considered independently possibility of access from remote users (Web
then they yield a limited image of the state and interface, 3-tier applications);

conditions so that it is necessary to somehow aalapt - data in databases may be spatially located elsewhe
the data in order to observe them simultaneously in

identical space-time context.

Integration of data can be performed in two ways:
- saving of data into the database;
- encapsulation within header data.

The development of databases started already at the
very beginnings of the computer technology
development. Over time, many commercial as well as
open-source databases have been developed, which
allow the processing of huge amounts of data, and

Regardless of the selected method of integratingufficiently robust to maintain the data integrity

the (collected) data the following has to be ergure

damaging the base structure, having their own data
protection systems, developed graphical interface
which makes them extremely user-friendly and
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Figure 5. Collecting and saving data of the traffic

system into the database

3.2 Integration of collected data by

encapsulation

Figure 6. Encapsulation of collected data

The characteristics of the encapsulation method are

the following:

- insufficiently studied area and few users;

- there is no standardization regarding the strectur
algorithms or methods of data encapsulation;

-there are different and mutually incompatible
software solutions;

- every software solution has its own data strugture

- the sensitivity to small changes or deformatiofs o
header data;

- management of users rights (for the moment) is not
independent but rather based on the possibilities o
the operative system;

- possible fast and simple compression, encryption
and digital signature which yields integrity and
credibility of data;

- the collected data can be isolated from the header
and input into the database;

- there is no standard interface towards the datshas

- simple archiving, compressing, and restoring dada
(header data with encapsulated data);

- undisturbed independent usage of header
without using the encapsulated data;

- the confidentiality of encapsulated data is erdure
since the encapsulated data are not visible in any
form when header data are used,;

- by encapsulating the characteristic data it issibs
to authorize the header data (watermark);

- manipulation of header data results in damaging of
the encapsulated data which may discover the data
manipulation, but not what disturbed the data
integrity;

- easier consideration of the entire controlledagitin
since all the data are unified and have a common
space-time context;

- all the data are at one place and cannot be digdc
(since this would disturb the integrity of the
collected data).

data

It should be noted that the header data and otir d

Integration of data by encapsulation within thed&@a (which are to be encapsulated) have to keep their o
data is less known and for the moment insufficient! jntegrity, form and contents in spite of the fdwttthe

studied method of data integration. It is first af

data are interconnected and integrated into ondewho

necessary to select one type of data within which The encapsulation procedure is performed according
Other CO”eCted data W|" be SaVed. The Condltlsn |t0 the exacﬂy defined a|gorithm in Order to bemlm

that during encapsulation there should be n@estore the encapsulated data into the originah for
damaging of the header data and the data insertggihout losing integrity and contents.

within.

For successful encapsulation procedure the

The encapsulation procedure has to be reversible srocedures of compression, encryption and digital

presented individually.

additionally protect the collected data and in oride
ensure their integrity and credibility.
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data of the traffic system by encapsulation

important property — data confidentiality. If thatd
are encapsulated within the header data then tliley w
be invisible to the observer. The best known andtmo
procedure
encryption. The encryption does not ensure th
confidentiality since anyone having the encrypted

widespread data protection

is data

dana knows that they hide the original data, but in
case of data encapsulation the observer does met ha
knowledge about the presence of the “hidden” data.
This feature can be used as additional protection o
data integrity. Within the header data it is polsio
integrate additional control data that will sene a
kind of a digital watermark. Any unpermitted
manipulation results in damaging the digital
watermark (i.e. encapsulated control data) which is
clear indicator of the disturbance of integrity and
credibility of data.

4 Conclusion

The collected data of the traffic control systenvéha
to be organized in an adequate way so that théctraf
experts can see fast and simply how the controlled
traffic system segment functions as well as its
condition. Because of the complex structure and a
large number of interrelations, relations, actsti
processes, limitations, objectives and elements, th
collected data should not be observed as isolatdd a
independent situations of the traffic system sedgmen
but rather all the collected data have to be always
observed at the level of the entire traffic systamd at

the level of the surrounding systems whose
functioning depends on the stable functioning & th
traffic system.

In order to allow fast and efficient analysis oéth
collected data, it is necessary to integrate themd,in
using the method it is necessary to take into
consideration a number of facts such as: insurafice
adequate infrastructure and software and profeakion
support, the end form of all the collected data toas
be in the digital form; to allow the integration thfe
collected data into the database or using encajpsula
of data within the header data without losing their
contents, form and quality.

All the collected data have to be in the appropriat
space and time context, insuring the security ef th
integrity and credibility of the data in both metiso
During processing, integration and saving there
should be no damaging of data, and regardlesseof th
intensity or the amount of data every manipulatén
the collected data has to be detected.

The presented integrated data have to fully match
the collected data and the presentation of thesdda
be clear and unambiguous. The standardizationeof th
integration method is possible either in the form o
Ghtabase or encapsulation, and the collected detta c
be integrated parallel in both ways in order to ate
the advantages provided by a single method.

The data encapsulation method has not been
sufficiently studied and there are no preciselyiroef

ethodology and standards, unlike integration ef th
collected data within the database.



Refer ences [3] Hamilton, E.: JPEG File Interchange Format,

(2]

Version 1.02, The World Wide Web Consortium

[1] Microsoft Developer Network (MSDN), (W3C), 1992
Prescriptive Architecture — System Connections —
Integration Patterns [4] http://meteo.hr(12.05.2008)
http://msdn.microsoft.com/en-
us/library/ms978715.as{®40.06.2008) [5] http://maps.google.com/maps/mm?f=q&hl=en&g

eocode=&qg=karlovac&ie=UTF8&t=h&I1=45.498

Murdoch S. J., Lewis S.Embedding Covert 876,15.548127&spn=0.002538,0.004699&z=18
Channels into TCP/IP, Information Hiding: 7th (14.05.2008)

International Workshop, Volume 3727 of LNCS,
pages 247-261, Barcelona, Spain, Springer-
Verlag, 2005



