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Abstract. Threat modeling is a structured information 

generating process that begins early in the 

development life cycle to identify potential security 

threats to a system being built. Threat modeling for 

medical devices is a relatively new area of research. 

The medical device industry recognizes the benefits of 

performing threat modeling throughout the product life 

cycle by adopting threat modeling to systematically 

uncover threats and proactively develop secure 

medical devices. This paper presents the results of an 

integrative literature review of 26 relevant studies. A 

total of 32 threat modeling methods and approaches in 

the medical device industry were identified and 

systematized. 

 
Keywords. attack trees, cybersecurity, integrative 

literature review, medical devices, medical device 

industry, STRIDE, threat model, threat modeling, 

threat modeling methods 

1 Introduction 

The early beginnings of the study of threats were not in 

science but industry. In the late 1990s, Microsoft 

employees Loren Kohnfelder and Praerit Garg 

published an internal paper that described a taxonomy 

of threats to software (Kohnfelder, 2022). They named 

it the S.T.R.I.D.E. security threat model to address six 

major categories of threats: Spoofing of user identity, 

Tampering with data, Repudiability, Information 

disclosure (privacy breach), Denial of Service (D.o.S.), 

and Elevation of privilege (Kohnfelder & Garg, 1999). 

Threat modeling has become a crucial element of the 

Microsoft Security Development Lifecycle (SDL). 

Microsoft has released the Threat Modeling Tool 

(“Microsoft Threat Modeling Tool,” 2020) as a free 

application for Windows to guide the development 

teams through the threat modeling process using 

STRIDE. 

While threat modeling is commonly used in 

software development projects as part of a secure 

development lifecycle (Howard & Lipner, 2006), it is 

a relatively new topic within the medical device 

industry. Medical device manufacturers need to design 

and deliver safe and secure products, and have a long 

experience with the safety risk management process 

required by ISO 14971 standard (ISO 14971: Medical 

devices – Application of risk management to medical 

devices, 2019). However, security risk management in 

the medical domain is a relatively new topic that was 

addressed by the FDA (Food and Drug 

Administration), a federal agency of the United States 

responsible for protecting public health. FDA (2014) 

issued the first guidance that specifically addresses the 

management of cybersecurity in medical devices. 

New draft guidance (FDA, 2022, p. 10) 

recommends threat modeling to be performed as part 

of the security risk assessment to inform and support 

the risk analysis activities. In the context of medical 

devices, threat modeling identifies threats that could 

adversely impact the safety and security of a medical 

device (The MITRE Corporation & MDIC, 2021, p. 

48). According to the technical information report 

(AAMI TIR57: Principles for medical device security–

Risk management, 2019), the first activity of the 

security risk management process is security risk 

assessment consisting of security risk analysis and 

security risk evaluation. 

Several cybersecurity guidances (FDA, 2016), 

(FDA, 2018), (FDA, 2022), (IMDRF, 2020), (MDCG, 

2020), (NMPA, 2022), (SFDA, 2019), (TGA, 2021), 

(“IT Security Guideline for Medical Devices,” 2021), 

standard (IEC 81001-5-1: Health software and health 

IT systems safety, effectiveness and security – Part 5-

1: Security – Activities in the product life cycle, 2021), 

and other publications (AAMI TIR57: Principles for 

medical device security–Risk management, 2019), 

(HSCC, 2019), (The MITRE Corporation & MDIC, 

2021) for the medical device industry emphasize the 

importance of threat modeling which can be used as 

part of security risk assessments. 

A threat model should be the output of a systematic 

approach (Ray, 2021, p. 141) for identifying assets, 

vulnerabilities, and threats. Unstructured 

brainstorming sessions and other non-systematic 

approaches for identifying potential threats and 
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vulnerabilities are not acceptable for medical devices 

because they cannot produce an exhaustive list of 

threats. 

Threat modeling can be applied to software, 

devices, systems, networks, distributed systems, and 

business processes (IEC 81001-5-1: Health software 

and health IT systems safety, effectiveness and security 

– Part 5-1: Security – Activities in the product life 

cycle, 2021). According to Shostack (2014, pp. xxiii-

xxiv), there are many reasons to use threat modeling: 

finding security bugs early, understanding security 

requirements, engineering and delivering better 

products, and addressing issues other techniques won’t 

find. In the context of software development, Howard 

& Lipner (2006, p. 102) list the following benefits of 

threat modeling: contributes to the risk management 

process because threats to software and infrastructure 

are risks to the user and environment deploying the 

software, uncovers threats to the system before the 

system is committed to code, revalidates the 

architecture and design by having the development 

team go over the design again, forces development 

staff to look at the design from a different viewpoint–

that of security and privacy, helps clarify the selection 

of appropriate countermeasures for the application and 

environment, contributes to the Attack Surface 

Reduction (ASR) process for the software, helps guide 

the code review process, and guides the penetration 

testing process. When done right, threat modeling can 

assist cybersecurity professionals, developers, and 

subject matter experts during the security risk 

assessment of a medical device. 

FDA (2022, p. 11) recommends that premarket 

submissions include threat modeling documentation 

and does not prescribe any specific methodology or 

method for threat modeling. There are many threat 

modeling methods, whose comprehensive summary is 

given by Shevchenko et al. (2018), citing STRIDE and 

associated derivations, PASTA (Process for Attack 

Simulation and Threat Analysis), attack trees, 

LINDUN (Linkability, Identifiability, Non-

repudiation, Detectability, Disclosure of information, 

Unawareness, Noncompliance), CVSS (Common 

Vulnerability Scoring System), persona non grata, 

security cards, hTMM (Hybrid Threat Modeling 

Method), Quantitative TMM (Threat Modeling 

Method), Trike, VAST (Visual, Agile, and Simple 

Threat) modeling, and OCTAVE (Operationally 

Critical Threat, Asset, and Vulnerability Evaluation). 

According to (Shevchenko et al., 2018), threat 

modeling methods are used to create an abstraction of 

the system, profiles of potential attackers, and a catalog 

of potential threats that may arise. Three main 

approaches in threat modeling that help highlight 

threats that may be present in a system are: system-

centric approach, attacker-centric approach, and asset-

centric approach (Tarandach & Coles, 2020). 

Having the importance of threat modeling 

explained, the question that arises is what methods and 

approaches could be used in threat modeling, 

particularly in the medical device industry. Thus, the 

purpose of this paper is to present an integrative review 

of published literature on the different threat modeling 

methods and approaches in the medical device 

industry. 

The rest of the paper is organized as follows. The 

research methodology is described in section 2. Section 

3 presents the results from the conducted integrative 

literature review and a discussion of the findings. The 

final section of the paper restates the research problem, 

summarizes the findings, discusses the implications, 

and provides recommendations for future research 

directions. 

2 Methodology 

An integrative literature review is a form of research 

that reviews, critiques, and synthesizes representative 

literature on a topic in an integrated way such that new 

frameworks and perspectives on the topic are generated 

(Torraco, 2005, p. 356). In cases where a research 

question requires a more creative collection of data, an 

integrative review approach can be useful when the 

purpose of the review is not to cover all articles ever 

published on the topic but rather to combine 

perspectives and insights from different fields or 

research traditions (Snyder, 2019). 

We followed the integrative literature review 

methodology proposed by Whittemore & Knafl (2005). 

In their methodology, the integrative literature review 

consists of five stages: problem identification, 

literature search, data evaluation, data analysis, and 

presentation. The integrative literature review was 

chosen because it includes research articles, books, and 

other published texts (Snyder, 2019). 

2.1 Problem Identification 

Malamas et al. (2021) provide an overview of IoMT 

(Internet of Medical Things) threat models found in the 

scientific literature. Vakhter et al. (2022) proposed a 

domain-specific qualitative-quantitative threat model 

for miniaturized wireless biomedical devices and 

compared their proposed model to four other threat 

models. To the best of the authors' knowledge, a review 

and synthesis of different threat modeling methods and 

approaches in the medical device industry does not 

exist in published literature. 

We aim to answer the following research question: 

Which threat modeling methods and approaches can be 

used in the medical device industry? To answer the 

research question, we conducted an integrative 

literature review. 

To get an overview of the research topic, a basic 

Topic search for the exact phrase “threat modeling” 

was performed in the Clarivate Analytics’ Web of 

Science Core Collection citation database and returned 

356 publications. The search range was from 1955 to 

August 16th, 2022. The search results were refined by 
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the publication date range as listed in Table 1. Web of 

Science Core Collection was chosen because every 

journal and book covered by Web of Science Core 

Collection is assigned to at least one or more Web of 

Science categories. 

 

Table 1. Distribution of publications by publication 

date range 

 

Publication date range 
Number of 

publications 
% of 356  

2005–2010 14 3.93 

2011–2015 73 20.51 

2016–2020 189 53.09 

2021–16/08/2022 80 22.47 

Total 356 100.00 

 

First publications on threat modeling were 

published between 2005 and 2010. A significant 

increase in the number of published publications was 

noted between 2016 and 2020. This increase may be 

related to cybersecurity threats which continue to grow 

year over year. In the time between January 2021 and 

August 16th, 2022, 80 publications were published and 

the number is expected to increase over the coming 

years. 

The search results were analyzed according to the 

Web of Science categories. The top 25 of the total 63 

categories are presented and sorted in descending order 

according to the number of occurrences in Table 2. 

 

Table 2. Distribution of publications by the top 25 of 

the total 63 Web of Science categories 

 
No. Web of Science categories Number of 

publications 

% of 

356 

1 Computer Science Information 

Systems 

149 41.85 

2 Computer Science Theory 

Methods 

132 37.08 

3 Engineering Electrical 

Electronic 

91 25.56 

4 Computer Science Software 

Engineering 

82 23.03 

5 Telecommunications 66 18.54 

6 Computer Science 

Interdisciplinary Applications 

29 8.15 

7 Computer Science Hardware 
Architecture 

23 6.46 

8 Computer Science Artificial 

Intelligence 

22 6.18 

9 Engineering Multidisciplinary 11 3.09 

10 Automation Control Systems 7 1.97 

11 Multidisciplinary Sciences 7 1.97 

12 Engineering Industrial 6 1.68 

13 Chemistry Analytical 5 1.40 

14 Instruments Instrumentation 5 1.40 

15 Transportation Science 
Technology 

5 1.40 

16 Computer Science Cybernetics 4 1.12 

17 Operations Research 

Management Science 

4 1.12 

18 Physics Applied 4 1.12 

19 Business 3 0.84 

20 Construction Building 

Technology 

3 0.84 

No. Web of Science categories Number of 

publications 

% of 

356 

21 Education Educational Research 3 0.84 

22 Education Scientific Disciplines 3 0.84 

23 Engineering Civil 3 0.84 

24 Engineering Mechanical 3 0.84 

25 Medical Informatics 3 0.84 

 

As expected, the first eight ranked categories are 

related to IT in general, but it is worth mentioning that 

medical informatics is still not recognized as an 

important category and only 3 publications are 

assigned to that category. 

2.2 Literature Search 

The following types of literature written in English 

from 2010 to 2022 were included in the integrative 

review: articles published in conference materials and 

academic journals, books, guidances, standards, and 

other professional publications about medical device 

cybersecurity. The search range was from 2010 

because at that time medical device manufacturers 

increasingly started considering adding or expanding 

connectivity options for medical devices. From a 

regulatory point of view, guidance that addresses the 

management of cybersecurity in medical devices 

throughout the premarket phase (FDA, 2014) was first 

published in October 2014. In May 2015, the FDA 

issued a first safety communication related to reported 

security vulnerabilities in Hospira’s LifeCare PCA3 

and PCA5 Infusion Pump Systems (“LifeCare PCA3 

and PCA5 Infusion Pump Systems by Hospira: FDA 

Safety Communication - Security Vulnerabilities,” 

2015). The search of the literature in electronic 

databases was performed on April 18, 2022. 

The EBSCO Discovery Service (EDS) search 

engine was used to search for specific terms in full text 

to identify potential articles: “((threat modeling) OR 

(threat modelling) OR (threat model)) AND ((medical 

device) OR (medical devices) OR (medical IoT devices) 

OR (medical device software))”. The search was 

conducted using the Boolean/Phrase search mode. In 

addition, the following expanders were applied: full 

text and equivalent subjects. The search returned 4 

studies and 1 duplicate was excluded. 

Additional articles were collected using the 

PubMed and IEEE Xplore search engines. The 

PubMed database was chosen because it supports the 

search and retrieval of biomedical and life sciences 

literature. IEEE Xplore provides full-text access to the 

technical literature in engineering and technology. 

PubMed was searched using the following query: 

“((threat modeling) OR (threat modelling) OR (threat 

model)) AND ((medical device) OR (medical devices) 

OR (medical IoT devices) OR (medical device 

software))” with parameter [Title/Abstract]. The 

search returned 1 study. 

IEEE Xplore advanced search was used to search 

for search terms “threat modeling” OR “threat 

modelling” OR “threat model” AND “medical device” 
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OR “medical devices” OR “medical IoT devices” OR 

“medical device software” in all metadata. The search 

resulted in a literature set consisting of 87 studies 

published in the IEEE Xplore digital library from 2010 

to 2022. 

Grey literature was found by conducting Google 

searches for documents published on the Internet from 

January 2010 to May 2022. Google search was 

performed on May 13th, 2022. The search strategy 

included the following queries: threat modeling 

medical devices, threat modeling medical devices 

filetype:pdf. Since it is impossible to screen all 

retrieved results from Google searches, we relied on 

relevancy ranking within the Google search engine to 

bring the most relevant results to the top of the list, and 

limited our search to the first 10 pages of results of each 

search query. The search results were reviewed using 

the title and short text underneath to identify the studies 

that are relevant to the research topic. The websites of 

organizations issuing standards for medical devices 

(i.e., IEC, AAMI) were also searched and 2 

publications were found. In addition, 2 books about 

medical devices were screened and found to be eligible 

for inclusion in the integrative literature review. 

2.3 Data Evaluation 

The results of the database searches and grey literature 

searches were exported to an Excel spreadsheet and 2 

duplicates were excluded through the ‘Remove 

Duplicates’ function. The abstracts and/or full text of 

all studies were manually reviewed to determine if a 

study is related to medical devices and threat modeling 

and if threat modeling methods/approaches are 

explicitly specified. 

A total of 26 relevant studies were included in the 

present review, as shown in Fig. 1. A variable named 

“n” stands for the number of studies. The included 

studies are summarized in Table 3. Primary literature 

sources relevant to the research topic included 7 

journal articles, 8 conference papers, 3 magazine 

articles, and 1 early access article. 7 out of 26 included 

studies represent grey literature including other types 

of non-journal literature such as books, playbooks, 

guidances, whitepapers, standards, and technical 

information reports. 

 

 

 

 

 

 
 

Figure 1. Flow diagram of studies screened through the review process 

 

2.4 Data Analysis 

The included studies were categorized according to the 

study type, device type, and threat modeling 

methods/approaches. It was interesting to see that some 

studies have focused on a particular medical device 

type such as an implantable pacemaker or similar, 

while the vast majority of studies have focused on a 

broader range of devices referred to as “medical 

devices” or a little bit more specific but still general 
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enough such as “interoperable medical devices” or 

“telecare medical information systems”. The 

comprehensive results displaying studies, their types, 

targeted devices, and identified threat modeling 

methods or approaches are presented in Table 3. 

Table 3. Studies included in the integrative review 

 
 

Source Study Study type Device type 
Threat modeling 

methods/approaches 

PubMed (Ibrahim et al., 2020) Journal article 
Implantable 

pacemaker 
Attack graphs 

EBSCO 

Discovery 

Service 

(Malamas et al., 2021) Journal article 
Internet of Medical 

Things (IoMT) 

Adversarial model 

Asset-based 

Attack paths 

Attack/defense tree 

HMG IS1 

Logic decision diagram 

STRIDE 

STRIDE/DREAD 

IEEE Xplore 

(Xu et al., 2016) 
Conference 

paper 

Interoperable medical 

devices 
Attack trees 

(Roy et al., 2018) Journal article E-healthcare systems Dolev–Yao threat model 

(Kim et al., 2020) Journal article Medical devices Attack trees 

(Manikandan & 

Sathyadevan, 2021) 

Conference 

paper 

Medical Implant 

Communication 

Systems (MICS) 

network 

Attack trees 

(Almohri et al., 2017) 
Conference 

paper 

Medical cyber 

physical systems 

Attack trees 

Attacker-centric model 

System-centric model 

(Lei & Chuang, 2019) Journal article 
Telecare medical 

information systems 
Adversarial model 

(Shen et al., 2019) 
Magazine 

article 

Medical image 

retrieval for MIoT 

(Medical Internet of 

Things) 

STRIDE derivation 

(Liu et al., 2020) Journal article 
Crowdsourcing IoT 

(Internet of Things) 
Dolev-Yao threat model 

(Venkatasubramanian 

et al., 2012) 

Magazine 

article 

Interoperable medical 

devices 
Attack classes 

(Vasserman et al., 

2012) 

Magazine 

article 

Interoperable medical 

devices 

Attack-consequences model with 

attack scenarios 

(Alsuwaidi et al., 2020) 
Conference 

paper 
Medical devices Ways of attacks 

(Vakhter et al., 2022) 
Early access 

article 

Miniaturized wireless 

biomedical devices 

Domain-specific qualitative-

quantitative threat model 

(Cagnazzo et al., 2018) 
Conference 

paper 

Mobile health 

systems 

DREAD 

STRIDE 

(Atamli & Martin, 

2014) 

Conference 

paper 

IoT (smart healthcare 

system use case) 
STRIDE derivation 

(Ould-Yahia et al., 

2018) 

Conference 

paper 

e-Health in IoT-cloud 

environment 
Adversary model 

Google 

search 

(The MITRE 

Corporation & MDIC, 

2021) 

Playbook Medical devices 

ATT&CK framework 

Attack trees 

Cyber Attack Lifecycle 

DREAD 

NIST SP 800-30 Appendices D-I 

Rubric for applying CVSS to 

Medical Devices 

STRIDE 

(Medcrypt, 2020) Whitepaper Medical devices 

Attack trees 

CVSS 

PASTA 

Rubric for applying CVSS to 

Medical Devices 
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Source Study Study type Device type 
Threat modeling 

methods/approaches 
STRIDE 

(Seifert & Reza, 2016) Journal article 
Cyber-physical 

systems for healthcare 

STRIDE 

DREAD 

(TGA, 2021) Guidance Medical devices ATT&CK framework 

(Seale et al., 2018) 
Conference 

paper 

Networked medical 

devices 

CVE (Common Vulnerabilities 

and Exposures) 

CVSS 

CWE (Common Weakness 

Enumeration) 

NVD (National Vulnerability 

Database) 

STRIDE 

Organization

s issuing 

standards 

(AAMI TIR57: 

Principles for medical 

device security–Risk 

management, 2019) 

Technical 

information 

report 

Medical devices 

Attack trees 

CVSS 

Security risk assessment 

approaches (threat-oriented, 

asset/impact-oriented, 

vulnerability-oriented) 

(IEC 81001-5-1: Health 

software and health IT 

systems safety, 

effectiveness and 

security – Part 5-1: 

Security – Activities in 

the product life cycle, 

2021) 

Standard 
Health software, 

health IT systems 

Attack-defense trees 

CAPEC dictionary of known 

patterns of attack 

CWE/SANS Top 25 Most 

Dangerous Software Errors 

CWSS (Common Weakness 

Scoring System) 

DREAD 

List known potential 

vulnerabilities 

OCTAVE 

OWASP Top 10 

STRIDE 

Trike 

VAST 

Book 
(Ray, 2021) Book Medical devices 

Attack tree 

CBOM (Cybersecurity Bill of 

Materials) 

CVSS 

Rubric for applying CVSS to 

Medical Devices 

STRIDE 

(Wirth et al., 2020) Book Medical devices STRIDE 

2.5 Presentation 

The results of the integrative review are presented in 

Fig. 2. These results indicate that most methods have 

not stepped out of scientific laboratories into a wider 

professional application. Similar to other areas, in 

addition to the inherent quality of the method, it is 

crucial whether there are computer tools based on the 

method. 
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Figure 2. Number of studies per identified threat modeling method/approach 

 

3 Discussion on Results 

Our research identified a total of 32 threat modeling 

methods and approaches in the medical device 

industry. As illustrated in Fig. 2, the integrative 

literature review identified that 75% of threat modeling 

methods and approaches are not reported to be used 

outside the laboratory of the researchers presenting it. 

Although hurtful, the results also show the importance 

of this topic being actively researched over the course 

of past years. 

Attack trees and the STRIDE threat taxonomy, 

including their derivations, appear to be the most used 

threat modeling methods. CVSS, Rubric for applying 

CVSS to Medical Devices and DREAD are the most 

used approaches for vulnerability scoring and to 

support the calculation of security risks. Threat 

catalogs based on NVD, CVE, CWE, ATT&CK 

framework and CAPEC dictionary of known patterns 

of attack can be used to derive further attack vectors to 

which a medical device may be subjected. Other 

approaches such as the OWASP Top 10, CWE/SANS 

TOP 25 Most Dangerous Software Errors, and NIST 

SP 800-30 Appendices D-I can be used to support 

threat modeling and security risk assessments. 

Two studies (Roy et al., 2018), (Liu et al., 2020) 

included the Dolev-Yao threat model (Dolev & Yao, 

1983) that can be used to analyze the security of public 

key protocols against saboteurs. The Dolev-Yao threat 

model was not mentioned in grey literature. It should 

be noted that grey literature provided examples of other 

threat modeling methods which were not found in the 

primary literature. Two studies (Almohri et al., 2017), 

(AAMI TIR57: Principles for medical device security–

Risk management, 2019) also included approaches to 

threat modeling such as attacker-centric, asset-centric, 

and threat-centric. Five studies mentioned the DREAD 

(Damage potential, Reproducibility, Exploitability, 

Affected users, Discoverability) risk assessment 

technique. In the past, Microsoft used DREAD ratings 

to calculate security risk (Howard & Lipner, 2006). 

Three studies mentioned the technical paper (The 

MITRE Corporation, 2020) about a rubric for applying 

CVSS to medical devices. 

3.1 Research Limitations 

There may be some possible limitations in the present 

research. The first is a literature gap due to the lack of 

previous research on the topic. The second limitation 

concerns the manual review of studies to identify if a 

study is related to medical devices and threat modeling, 

and which threat modeling methods/approaches are 

specified. The third limitation is related to data 

collection. The research included studies presented in 

one language and there is no guarantee that all relevant 

grey literature was retrieved from the search. 
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4 Conclusions 

Threat modeling is an integral part of a secure medical 

device product development life cycle. This paper 

presents the results of an integrative literature review 

of published studies on the different threat modeling 

methods in the medical device industry. Although 

further investigations are needed, the present research 

contributes to the existing literature on the topic of 

threat modeling methods and approaches in the 

medical device industry.  

This paper may assist security professionals, threat 

modeling experts, security risk managers, 

software/firmware developers, subject matter experts, 

and other stakeholders who participate in threat 

modeling activities of medical devices to choose a 

specific threat modeling method and embrace threat 

modeling throughout the medical device life cycle. 

The studies were collected using the following 

search engines: PubMed, EDS, and IEEE Xplore. 

Future research could conduct literature searches in 

other academic research databases such as Web of 

Science, Scopus, SpringerLink, SAGE journals, or 

ScienceDirect.  

Further investigation should explore the advantages 

and disadvantages of identified threat modeling 

methods and approaches and which threat modeling 

tools are recommended for medical device threat 

modeling. More research is needed to explore if threat 

modeling is carried out not just for new medical 

devices, but also on legacy devices. Future research 

should also investigate if the TARA (Threat Agent 

Risk Assessment) methodology (Rosenquist, 2009) 

can be adapted for the medical device industry. 
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