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Abstract. One of the main challenges facing medical
device manufacturers is to design and develop secure
products and services that can successfully withstand
evolving cybersecurity threats. Building security and
privacy considerations into medical devices and
managing privacy and security risks proactively
throughout the entire product life cycle requires a
structured and systematic approach.

The purpose of this paper is to identify in the existing
research literature the key elements which are needed
to establish a risk-based product security program in
order to protect connected medical devices, the
healthcare systems, and end users who use them
against cybersecurity threats. A scoping study of
available IEEE Xplore database literature was used
to identify the key elements which are listed in this
paper.
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1 Introduction

Medical devices and digital health technologies can
be truly life-changing, and in many cases, life-saving
for millions of people around the world. A range of
emerging technologies, wireless communication,
remote connectivity, and miniaturisation, enabled the
development of innovative, portable, connected, and
smart medical devices that can generate, collect,
analyse, and transmit health data, creating the Internet
of Medical Things (IoMT) ecosystem. In general,
IoMT connects various medical devices, medical
equipment, biosensors, wearables, Application
Programming Interfaces (APIs), and software
applications to healthcare systems and services using
networking technologies.

Connected medical devices (e.g., continuous
glucose monitors, wearable blood pressure monitors,
wearable ECG monitors, pills with ingestible sensors,
smart pacemakers, smart thermometers, etc.) are

becoming a cornerstone for predictive, preventive,
and personalized patient care. For example, some
network-connectable devices and wearables can be
used at home and on the go to accurately diagnose,
treat, and monitor a range of medical conditions, and
to improve patient experience and patient outcomes.
A research from the Deloitte Centre for Health
Solutions (2018) examined how connected medical
devices are transforming health care and found that
medical device manufacturers face challenges to
maintain the cybersecurity of their devices.

Cybersecurity concerns around the rapidly
growing use of connected “things” are increasing
across all sectors and the healthcare sector is no
exception. In the healthcare sector, connecting
medical devices and introducing new valuable digital
assets expands the threat landscape and makes
medical devices more vulnerable to various types of
cybersecurity threats and attack vectors. The safety,
security, and effectiveness of medical devices are the
main concerns of global regulators, standards
organizations, and healthcare delivery organizations.
To address these concerns, medical device
manufacturers  should  collaborate  with  key
stakeholders, fully address security and privacy
considerations during an early stage of design and
development, and effectively manage safety, security,
and privacy risks during the whole product life cycle
from medical device conception to obsolescence.

If marketed and distributed medical devices do not
have adequate security controls because cybersecurity
risks have not been properly addressed during design
and development, lack of such controls may adversely
affect device functionality, disrupt the delivery of
healthcare, and lead to unauthorized disclosure and
the risk of multi-patient harm. Medical devices should
be designed and built with cybersecurity resilience
and future cybersecurity threats and vulnerabilities in
mind. Therefore, building robust security into medical
devices requires a clear understanding of the current
and future security challenges as well as using a
defence-in-depth approach to cybersecurity. The idea
behind this approach is to use several, independent

32nd CECIIS, October 13-15, 2021

Varazdin, Croatia



258 Proceedings of the Central European Conference on Information and Intelligent Systems

security mechanisms and controls in a layered fashion

to protect medical devices and sensitive information.
There is a number of papers (Easttom & Mei,

2019), (Jagannathan & Sorini, 2015), (Martinez,

2018), (Mertz, 2018), (Razaque et al.,, 2019),
(Skierka, 2018), (Tervoort et al., 2020), (v.
Stockhausen & Rose, 2020) focusing on

understanding cybersecurity risks and mitigating
cybersecurity threats to medical devices. However,
much less research (Hegde, 2018), (Wirth et al, 2020)
has been made on identification of key elements
which are needed to establish a risk-based product
security program for medical devices. Wirth et al.
(2020) identified the following five elements of a
comprehensive risk-based security program for
medical devices: 1) strong governance, 2) ongoing
testing, 3) coordinated vulnerability disclosure, 4)
SBOM (Software Bill of Materials), and 5) maturity
road map. The authors provide comprehensive
information about a robust medical device
cybersecurity program from a broad perspective.
These high-level elements are not mapped to elements
of the FDA’s (Food and Drug Administration)
cybersecurity guidances (FDA, 2014, 2016, 2018) and
broken down into smaller pieces to ensure that all key
elements have been considered. Our paper attempts to
identify and address this research gap in the existing
literature.

The paper is organized as follows. First, we
provide the research question and research
methodology in section 2. Section 3 presents the
results from the conducted scoping study and
discussion of the findings. The final section of the
paper gives a brief summary and identifies areas for
further research.

2 Methodology

The aim of the research was to discover in the
existing IEEE Xplore database literature the key
elements which are needed to establish a risk-based
product security program for medical devices. The
research was guided by the following qualitative and
explorative research question: What are the key
elements of a risk-based product security program for
medical devices?

To answer the research question, in a first step we
identified key elements in one draft and one final
cybersecurity guidance for medical devices issued by
the FDA. FDA is a federal agency of the United
States responsible for protecting the public health.
These guidance documents were selected because
they address management of cybersecurity in medical
devices throughout the premarket phase (FDA, 2018)
and the postmarket phase (FDA, 2016). Thus, the
complete medical device life cycle was covered.
Table 1 outlines 16 key elements of a risk-based
product security program for medical devices that
were identified in the FDA’s cybersecurity guidances.

Elements are divided into two main phases of a
medical device life cycle from a regulatory point of
view.

Table 1. Key elements of a risk-based product
security program for medical devices according to the
FDA'’s cybersecurity guidances (FDA, 2018, 2016)
covering the entire product life cycle

Postmarket
phase

Premarket

Key element phase

Cybersecurity Bill of
Materials (CBOM) cross
referenced with the
National VVulnerability . .
Database (NVD) or
similar known
vulnerability database

Analysis of threat sources . o
Threat modeling . o
Vulnerability

characterization and . o
assessment

Security risk management . o
Secure design architecture .
Security/privacy .

requirements

Security/privacy controls . .
Ver_ification, validation, . .
testing

Relevant security
information for end users
Secure supply chain . .
Monitoring third party
software/firmware
components for new
vulnerabilities
Coordinated vulnerability
disclosure (vulnerability .
intake and handling)
Voluntary participation in
an Information Sharing
Analysis Organization
(ISAQ) that shares )
vulnerabilities and threats
that impact medical
devices

Compliance with the
regulatory reporting .
requirements
Software/firmware
updates and patches to . .
remediate vulnerabilities

In the next step we conducted a scoping study
using the methodological framework proposed by
Arksey and O'Malley (2005). The scoping study is a
type of rapid literature review that can be used to
identify gaps in the existing research literature. The
framework for conducting a scoping study proposed
by Arksey and O'Malley comprises the following
stages: 1) identifying the research question, 2)
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identifying relevant studies, 3) study selection, 4)
charting the data, and 5) collating, summarizing and
reporting the results.

2.1 Identifying relevant Studies

We searched for studies about medical devices that
are focused at product security and that were
published in the time period from 2014 to April 2021.
2014 was chosen because the FDA released a first
guidance document that addresses management of
cybersecurity in medical devices throughout the
premarket phase.

We collected the studies using the IEEE Xplore
search engine which provides full text access to the
technical literature in engineering and technology.
IEEE Xplore advanced search was performed on May
2, 2021. ‘product security’, and ‘medical devices’
were searched in all metadata under the AND
condition. The search resulted in a literature set
consisting of total 63 studies published in the IEEE
Xplore digital library. After refining the search results
by excluding 4 magazines and 2 standards, the search
returned 57 studies.

2.2 Study Selection

After obtaining the bibliographic data (i.e., title,
abstract, author(s), publication year) and full text of
57 studies (i.e., papers) in the literature set, we
reviewed all studies and manually determined
eligibility for our research topic. At this point, three
out of a total 57 studies were excluded from further
consideration: one was a title page, one was a table of
contents, and one was a list of plenary speakers.

We used the following eligibility criteria to decide
whether a study was eligible for inclusion into the
scoping study:

1. The text of the study must be in English language.
2. The study must be published in conference
proceedings or a journal.

3. The study must contribute to the research question
and apply to any type of medical device (including
legacy devices and devices that are considered
part of an interoperable system).

4. The study must cover the activities from the
premarket phase and/or postmarket phase of a
medical device.

The relevance of each study for the research topic
and its eligibility was assessed based on these criteria.
First, we read the title and the abstract of every study.
When abstracts did not provide enough information
and the study's eligibility was unclear, the full text
was read.

After applying the pre-specified eligibility criteria,
a total of 20 studies was found to be relevant for the
research topic and was included into the scoping
study. The included studies are listed in Table 2.

2.3 Charting the Data

The studies were categorized according to a medical
device type and product life cycle phase by manually
analysing the full text. The results are listed in Table
2. In one study (Hager et al., 2020) we identified an
additional element which we named “Security/privacy
education for end users and manufacturers”. This
element is not explicitly mentioned in FDA’s
guidances, but it should be included into key elements
because general training is important to raise
awareness of the end users and manufacturer’s
personnel to ensure that everyone is aware of the
impacts that poor security/privacy practices can have.
The study from v. Stockhausen and Rose (2020)
mentions the SBOM for security enhancement within
the context of medical device software. SBOM lists
all parts that a piece of software consists of and
allows end users to be more aware of potential risks
of discovered vulnerabilities in underlaying software
components. For this reason, SBOM was added to an
existing key element describing a similar concept.
Added items are highlighted in grey colour in Table 2.

Table 2. Key elements of a risk-based product security program for medical devices

Key element Study

Medical device type Life cycle phase

Cybersecurity/Software Bill of
Materials (CBOM/SBOM) cross
referenced with the National
Vulnerability Database (NVD)
or similar known vulnerability
database

(v. Stockhausen & Rose, 2020)

Medical device software ~ Premarket, postmarket

Analysis of threat sources (Fernandes et al., 2018)

(Hariharan et al, 2021)

(Jagannathan & Sorini, 2015)
(Joshitta & Arockiam, 2017)

(Rughoobur & Nagowah, 2017)

(Supriya & Padaki, 2016)

loT-based health Premarket
monitor

Wireless body area Premarket
network

Hypothetical embedded  Premarket
Devices in smart Premarket
healthcare environment

Battery operated loT Premarket
devices for healthcare

Medical imaging Premarket
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Key element Study Medical device type Life cycle phase

(Yasin etal., 2017) 10T platform Premarket
(Zhai et al., 2015) Embedded Premarket
(Zheng et al., 2017) Implantable Premarket
(Zhang et al., 2014) Implantable, wearable Premarket
(Wu et al., 2017) Implantable Premarket

Threat modeling (Fernandes et al., 2018) loT-based health Premarket

monitor

(Supriya & Padaki, 2016) Medical imaging Premarket
(Yasin etal., 2017) 10T platform Premarket
(Zhai et al., 2015) Embedded Premarket
(Zhang et al., 2014) Implantable, wearable Premarket
(Wu et al., 2017) Implantable Premarket

Vulnerability characterization (Fernandes et al., 2018) loT-based health Premarket

and assessment monitor
(Zhai et al., 2015) Embedded Premarket
(Zheng et al., 2017) Implantable Premarket
(Zheng et al., 2019) Implantable, wearable Premarket
(Zhang et al., 2014) Implantable, wearable Premarket
(Jagannathan & Sorini, 2015) Hypothetical embedded = Premarket
(Jagannathan & Sorini, 2016) Medical device software = Postmarket

(legacy device)

(Supriya & Padaki, 2016) Medical imaging Premarket

(v. Stockhausen & Rose, 2020)

Medical device software

Premarket, postmarket

(Wuetal., 2017) Implantable Premarket
Security risk management (Fernandes et al., 2018) loT-based health Premarket

monitor

(Jagannathan & Sorini, 2015) Hypothetical embedded = Premarket

(Jagannathan & Sorini, 2016) Medical device software = Postmarket
(legacy device)

(Rughoobur & Nagowah, 2017)  Battery operated loT Premarket
devices for healthcare

(Shen et al., 2017) Wireless stethoscope Premarket

(Supriya & Padaki, 2016) Medical imaging Premarket

(v. Stockhausen & Rose, 2020)

Medical device software

Premarket, postmarket

Secure design architecture

(Fernandes et al., 2018)

(Han et al., 2020)
(Kolasa et al., 2020)
(Rughoobur & Nagowah, 2017)

(Saha & Anvekar, 2017)

(Shen et al., 2017)

(Supriya & Padaki, 2016)
(Yasinetal., 2017)

(Zhai et al., 2015)

(Zheng et al., 2017)

(Zhang et al., 2014)

(v. Stockhausen & Rose, 2020)

loT-based health
monitor

Medical device software
Medical device

Battery operated 10T
devices for healthcare
Wireless body area
network

Wireless stethoscope
Medical imaging

loT platform

Embedded

Implantable
Implantable, wearable
Medical device software

Premarket

Premarket
Premarket
Premarket

Premarket

Premarket
Premarket
Premarket
Premarket
Premarket
Premarket
Premarket, postmarket

(Wu et al., 2017) Implantable Premarket
Security/privacy requirements (Fernandes et al., 2018) loT-based health Premarket
monitor
(Han et al., 2020) Medical device software ~ Premarket
(Joshitta & Arockiam, 2017) Devices in smart Premarket
healthcare environment
(Peng et al., 2016) Wearable Premarket
(Saha & Anvekar, 2017) Wireless body area Premarket
network
(Supriya & Padaki, 2016) Medical imaging Premarket
(Zheng et al., 2017) Implantable Premarket
(Zheng et al., 2019) Implantable, wearable Premarket
(Zhang et al., 2014) Implantable, wearable Premarket
Security/privacy controls (Fernandes et al., 2018) l0T-based health Premarket
monitor
(Hager et al., 2020) Smart healthcare devices = Premarket
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Key element

Study

Medical device type

Life cycle phase

(Hariharan et al, 2021)

(Jagannathan & Sorini, 2015)
(Jagannathan & Sorini, 2016)

(Joshitta & Arockiam, 2017)

(Kolasa et al., 2020)
(Rughoobur & Nagowah, 2017)

(Saha & Anvekar, 2017)

(Shen et al., 2017)

(Supriya & Padaki, 2016)
(Yasin et al., 2017)

(Zhai et al., 2015)

(Zhang et al., 2014)

(Zheng et al., 2017)

(Zheng et al., 2019)

(v. Stockhausen & Rose, 2020)

Wireless body area
network

Hypothetical embedded
Medical device software
(legacy device)

Devices in smart
healthcare environment
Medical device

Battery operated 10T
devices for healthcare
Wireless body area
network

Wireless stethoscope
Medical imaging

loT platform

Embedded

Implantable, wearable
Implantable
Implantable, wearable
Medical device software

Premarket

Premarket
Postmarket

Premarket

Premarket
Premarket

Premarket

Premarket
Premarket
Premarket
Premarket
Premarket
Premarket
Premarket
Premarket, postmarket

(Wuetal., 2017) Implantable Premarket
Verification, validation, testing (Fernandes et al., 2018) loT-based health Premarket

monitor

(Joshitta & Arockiam, 2017) Devices in smart Premarket
healthcare environment

(Rughoobur & Nagowah, 2017)  Battery operated 10T Premarket
devices for healthcare

(Zhai et al., 2015) Embedded Premarket

(Zheng et al., 2017) Implantable Premarket

(Zhang et al., 2014) Implantable, wearable Premarket

(v. Stockhausen & Rose, 2020)

Medical device software

Premarket, postmarket

Relevant security information
for end users

(Jagannathan & Sorini, 2015)

(v. Stockhausen & Rose, 2020)

Hypothetical embedded
device
Medical device software

Premarket

Premarket, postmarket

Secure supply chain

(v. Stockhausen & Rose, 2020)

Medical device software

Premarket, postmarket

Monitoring third party
software/firmware components
for new vulnerabilities

(v. Stockhausen & Rose, 2020)

Medical device software

Premarket, postmarket

Coordinated vulnerability
disclosure (vulnerability intake
and handling)

(v. Stockhausen & Rose, 2020)

Medical device software

Premarket, postmarket

Voluntary participation in an
Information Sharing Analysis
Organization (ISAO) that shares
vulnerabilities and threats that
impact medical devices

Compliance with the regulatory
reporting requirements

(Jagannathan & Sorini, 2016)

(v. Stockhausen & Rose, 2020)

Medical device software
(legacy device)
Medical device software

Postmarket

Premarket, postmarket

Software/firmware updates and
patches to remediate
vulnerabilities

(Jagannathan & Sorini, 2015)
(Jagannathan & Sorini, 2016)

(Rughoobur & Nagowah, 2017)

(Supriya & Padaki, 2016)
(v. Stockhausen & Rose, 2020)

Hypothetical embedded
Medical device software
(legacy device)

Battery operated 10T
devices for healthcare
Medical imaging
Medical device software

Premarket
Postmarket

Premarket

Premarket
Premarket, postmarket

Security/privacy education for
end users and manufacturers

(Hager et al., 2020)

Smart healthcare devices

Premarket, postmarket

2.4 Collating, Summarizing and Reporting

the Results

After we determined the key elements in each study,
we counted the number of studies per key element to

get an overview which elements are the most
frequently used. The results are illustrated in Fig. 1.
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Number of studies

Security/ privacy controls |

Secure design architecture I

Analysis of threat sources I EEEE—

Vulnerability characterization and assessment I

Security/privacy requirements I

Verification, validation, testing

Security risk management

Threat modeling

Software /firmware updates and patches

Compliance with the regulatory reporting requirements
Relevant security information for end users

Security/privacy education for end users and manufacturers
Coordinated vulnerability disclosure (vulnerability intake and handling)
Monitoring third party software/firmware components
Secure supply chain

CBOM/SBOM

Voluntary participation in an ISAQ

o

Figure 1. Number of studies per identified key elements of a risk-based product security program for medical
devices

3 Results and Discussion

Table 2 shows how the 20 selected studies were
categorized according to a medical device type and
product life cycle phase. Selected studies cover
different types of medical devices and the premarket
phase is covered most frequently. Two studies cover
both premarket and postmarket phases. A total of 17
key elements of a risk-based product security program
for medical devices were identified. Since the
majority of the studies cover the premarket phase, key
elements from the premarket phase are most
frequently addressed. For example, security/privacy
controls are addressed by 18 of the studies as shown
in Fig. 1. Voluntary participation in an ISAO such as
MedISAO (https://www.medisao.com) or Health-
ISAC (https://h-isac.org/) was not found in any study.
At the time of research, there was quite a small
number of medical device manufacturers participating
in ISAOs — it is expected that future studies will
address this gap. All other key elements of a risk-
based product security program for medical devices
were addressed in one or more studies.

To the best of the author's knowledge, this is the
first scoping study that specifically identifies key
elements of a risk-based product security program for
medical devices. However, we must also
acknowledge potentially important study limitations.

The studies were collected using one research
database. Future research could conduct literature
searches in other academic research databases such as
Scopus, Web of Science, PubMed, or ScienceDirect.
Since the study selection and charting the data were
conducted manually, author’s biases could have
influenced the selection and classification of studies.

4 Conclusion

A robust risk-based product security program in the
medical device industry needs to ensure that security
and privacy considerations of a medical device are
planned and built into it from its conception and that
the security and privacy risks are proactively managed
throughout the whole product life cycle without
having a negative impact on patient health and safety.
As demonstrated in this paper, there is a variety of
key elements that need to be addressed and can guide
a risk-based product security program for medical
devices. Medical device manufacturers need to ensure
translation of these elements into specific practices.
We found 20 studies addressing 16 of totally
identified 17 key elements of a risk-based product
security program for medical devices.

This paper contributes to the existing literature on
the topic of risk-based product security program for
medical devices. This paper may assist scientists as
well as regulatory affairs, cybersecurity, privacy, and
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software professionals in the medical device industry
who are involved in medical device cybersecurity
activities. Software engineers who develop medical
devices that are subject to cybersecurity need to be
aware of security and privacy risks and have specific
skills such as threat modeling, cryptography, secure
coding, secure code reviews, etc.

Further research should explore other global
guidances that address cybersecurity across all stages
of a medical device’s life cycle such as the IMDRF’s
(International Medical Device Regulators Forum)
guidance (IMDRF, 2020) and MDCG’s (Medical
Device Coordination Group) guidance (MDCG,
2019), and identify additional key elements that need
to be considered when designing a risk-based product
security program for medical devices.
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